Logon / Startup Script Scan Setup

By installing and configuring Autodesk Inventory Tool in a centrally accessible location, it can be
run as part of a user logon script or a device startup script. In this mode, AIT will inventory the
local device and save the results to a central location, with one data store file per device. These
individual device data stores can then be imported into an instance of AIT. AIT will only
inventory the device if it has not yet been scanned, or a re-scan is due.

This has the benefit that it is not restricted by device firewalls and will run with the local logged
on user's credentials. This requires that Microsoft .NET Framework v4.5.2 or later is installed on
each device that will run AIT.

The following describes how to deploy AIT to perform a network inventory scan via logon script.
It covers basic setup for a small environment, further planning may be required for larger
multi-site networks.

On a server that is centrally accessible, create a folder to hold AIT and a folder to hold the
collected data, for example:

« C:\AIT: Root folder that will be shared (Read Only)
« C:\AIT\AIT: Folder to hold the AIT application files (Read Only)
« C:\AIT\Data: Folder to hold the collected data files (Read and Write)

v 1T > This PC » Windows (C:) » AIT

s

Name Date modified
AIT 1/21/2022 2:11 PM
Data 1/21/2022 2:11 PM

Set permissions on the root folder so that Authenticated Users have Read & execute, List
folder contents and Read permissions and apply to subfolders and files:
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AIT Properties et

Peemmmadl Clodne N L Size
Permissions for AIT X
L
Select Users or Groups X

Select this object type:

|Users. Groups, or Built-in security principals | Object Types...

From this location:

[BCNPCICKBAX || Locations...

Enter the object names to select (examples):

Authenticated Users Check Names
Advanced... Cancel
Read O [

1 KB
OK Cancel Apply

Set the permissions on the Data folder so that the Authenticated Users group have Modify,
Read & execute, List folder contents, Read and Write:

Share the root folder and add Authenticated Users to the share permissions, granting Change
and Read permissions:

Gen| Permissions for Data X
Ob  Security
G Objectname: C:AAIT\Data
i
§|  Group or user names:
il | BRCREATOR OWNER
il £2 SYSTEM

H2 Administrators (MYCOMPANY" \Administrators)
Ta B2 Authenticated Users

Pe SR Users (MYCOMPANY \Users)
oy
Add... Remove
Permissions for Authenticated
Users Allow Deny
Full control O O &
Modify M O
Read & execute a
Fol List folder contents O
cl Read o .

Cancel Aoply
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When combined with the folder permissions, this grants authenticated users read only rights to
the share and the AIT application, and read/write permissions to the data folder, so the data
store files can be created and updated when users logon.

\WSERVEROT\AIT Root folder shared read only access
\SERVEROT\AIT\AIT AIT application folder in the share read only access
\SERVEROT\AIT\Data Data folder in the share read/write access

Copy the contents of the Autodesk inventory Tool folder from C:\Program Files
(x86)\Autodesk\Autodesk Inventory Tool\ into the shared C:\AIT\AIT folder:

= | Autodesk Inventory Tool

Home Share View

| LD.Commeon.AutodeskPitFileDecoder.dll 11/6/2020 2:03 PM Applic

LD.Common.Logger.dll 6/15/2021 10:25 AM  Applica

<« v 4 » ThisPC » Windows (C:) » Program Files (x86) » Autodesk » Autodesk Inventory Tool
£ Name Date modified Type Size
*
| AdimPITInfo32.dll 10/27/2020 5:52 PM  Application extens 380 KB
AdImPITInfo64.dll 1/3/2020 6:44 PM Application extens.. 204 KB
74 AIT 1/19/2022 9:22 AM Application 49KB
| AlT.exe 17/2022 1:43PM  CONFIG File 4KB
4 AlTViewer 1/19/2022 9:22 AM  Application 2,981 KB
| AlTViewer.exe 14/2022 11:57 AM  CONFIG File 5KB
#74 Autodesk 12/7/2021 11:53 AM  lco 2 KB
AutodeskProductCodes 7/202211:02 AM  File 77KB
,> . CommonServicelocator.dll 1/29/2021 9:00 PM  Application extens 0 KB
ControlzEx.dll 9/14/2017 7:32 PM Application extens.. 76 KB
| |5 EULA 7/20/2020 8:31 AM  Rich Text Document 1 KB
= FilePackages 5/2022 8:55 AM XML Document 6 KB
[ GalaSoft.MvvmLight.dll 2/4/2018 11:10PM  Application 0 KB
; GalaSoft.MvvmLight.Extras.dll 2/4/2018 11:10PM  Application 1 KB
| GalaSoft.MvvmLight.Platform.dll 2/4/201811:10PM  Applicatio 4KB
1 KB
KB
3KB
1 KB

I

I

I
IPAddressRange.dll 3/9/2021 9:45 AM Applica

I

I

I

iv LD.Common.Logger.Serilog.dll 6/15/2021 10:25 AM  Applica

51 items

There should be exactly 51 files present once the copy is complete.

Using a text editor such as Notepad, edit the AlT.exe.config file within the AIT folder, and make
the following changes:

+ DataStorePath: Set to the UNC path to the data folder within the share, making sure there
is a trailing ‘\".

+ PerComputerDataStore: Set to True, so each device running ScanWin saves to a separate
data store in the DataStorePath.
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This PC » Windows (C:) » AIT » AIT v |1

Fas

LA Name Date modified Type Size
; AdImPITInfo32.dll 27/10/2020 5:52 PM Application extension 380 KB
AdImPITInfo64.dll 3/11/2020 6:44 PM Application extension 294 KB
4 AlT.exe 19/2/2022 12:39 AM Application 57 KB
«) AlT.exe.config « 7/2/2022 1:30 PM CONFIG File 5 KB
75 AlTViewer.exe 19/2/2022 12:39 AM Application 2,989 KB
7 AlTViewer.exe.config 77272022 11:37 AM CONFIG File 5 KB
#’d Autodesk.ico 7/12/2021 11:53 AM Icon 22 KB
AutodeskProductCodes 7/1/2022 11:02 AM File 77 KB

For example:
<setting name="DataStorePath" serializeAs="String">
<value>\\SERVERO1\AIT\Data\</value>
</setting>
<setting name="PerComputerDataStore" serializeAs="String">
<value>True</value>
</setting>

From a remote machine, run AIT from the AIT application folder from within the share with the
parameters "/c localhost /fp /lu /rp /sl" to scan the local computer, for example:

\\SERVEROI\AIT\AIT\AIT.exe /c localhost /fp /lu /rp /sl

I Click to copy
Confirm that it has run correctly and saved the results within the Data folder within the share.
If no results appear in the Data folder, confirm your permissions are set properly.

A batch file should be used to execute AIT which will be itself called by the logon script or will
itself be the logon script. The following is the recommended script to be used:

@ECHO OFF
REM Batch script to start Autodesk Inventory Tool to scan the local machine

Title Autodesk Inventory Tool

REM Set the path to the Autodesk Inventory Tool directory share
SET AIT_DIR:"\\SERVEROl\AIT"

REM Only run if .NET Framework 4.5.2 or later is installed

REG QUERY "HKEY LOCAL MACHINE\SOFTWARE\Microsoft\.NETFramework\v4.0.30319\SKUs\.

NETFramework,Version=v4.5.2" 2>nul
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IF ERRORLEVEL 1 (

GOTO DOTNETNOTINSTALLED
) ELSE (

GOTO DOTNETINSTALLED

:DOTNETINSTALLED

REM Execute Autodesk Inventory Tool to perform a scan of the local machine

IF DEFINED COMPUTERNAME (

REM Use the actual computer name when available

START "AIT Local Scan" /B /D "%AITiDIR%\AIT" "AIT.exe" /c %COMPUTERNAMES /o

"$AIT DIR%\Data\%COMPUTERNAMES" /fp /lu /rp /sl

) ELSE (

REM If not, use localhost to identify the local machine

START "AIT Local Scan" /B /D "S$AIT DIRS\AIT" "AIT.exe" /c localhost /fp /lu /rp /sl

)
EXIT

:DOTNETNOTINSTALLED

REM .NET Framework 4.5.2 is not installed, create a log file to indicate this
IF DEFINED COMPUTERNAME (

ECHO %COMPUTERNAMES$ does not have .NET Framework 4.5.2 installed >
"%AITiDIR%\Data\%COMPUTERNAME%.LOG"

)
EXIT

I Click to copy
A copy of the above script can be downloaded here.

SET AIT_DIR="\\ACMEDCOT\AIT"

The above script can be copied into the NETLOGON share for the domain or placed in the
shared AIT folder. If copying into the NETLOGON share for the domain, copy the batch script to:

C:\Windows\SYSVOL\sysvol\<domain>\scripts

To test running as part of a logon script, either call this batch script from the existing logon
script, or if there is currently no logon script, for a test user, enter the batch script name in the
Logon script field for the user:
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https://media.screensteps.com/attachment_assets/assets/005/278/297/original/AIT_Network.cmd

Membear Of Diakin Enviranmeant Sazsions
Remote control Remote Desktop Senices Profile COM+
General  Address  Account  Profle  Telephones — Organization

Usar profis

Profile path:

Logon scrpt: AIT_MNetwork.cmd

Home folder
(®) Local path:

O Connect:

Once it has been tested, it can be rolled out to all relevant users by amending each users
Profile in Active Directory Users and Computers using the instruction above or it can be
rolled out via Group Policy. Instructions for using Group Policy are included below.

Configuring for Group Policy Deployment

Open the Group Policy Management console from Control Panel > System and Security >

Administrative Tools

[

Home Share View Shortcut Tools Application Tools

4 4 » Control Panel » System and Security »* Administrative Tools
Mame
o Quick access o Computer Management
B Cesktop o Hy- Defragment and Optimize Drives
¥ Downloads o* #* Disk Cleanup
@
= Documents at g DN
) , #i Event Viewer
= Pictures A

#z¢ Group Policy Management
™ This PC &%, isCsl Initiator
A4 Local Security Policy
£5 Microsoft Azure Services
“» ODBC Data Sources (32-bit)
“» ODBC Data Sources (64-bit)

,.G" Performance Monitor

¥ Network

## Print Management
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9715/

9o
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@®
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12 AM
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Expand the Domains tree, right-click a domain or OU name, and select Create a GPO in this
domain and Link it here...

& Group Paolicy Management

Action
= 2m 0

& File

v A\ Forest: acmecorplocal
v 23 Domains

v 3 acmecorplocal
o o Default Dc
—

View  Window Help
o Hrm

4 Group Policy Management

acmecorp.local
Status  Linked Group |

-

Create a GPO in this domain, and Link it here_. \o}
ey

aih Windows | Link an Existing GPO...
3l Domain Block Inheritance
. Group Poli
 WMI Filter Group Palicy Madeling Wizard... Er
_ 4 Starter GR( Mew Organizational Unit
@ Sites -
st Group Policy Moc Search-
= Group Policy Rest Change Domain Controller.. lon
Remaove
Active Directory Users and Computers..
View *

New Window from Here:
Refresh

Properties

Help

Create a GPO in this domain and link it to this container

In the New GPO dialog box, give the GPO a descriptive name, then click OK

New GPO *,

Nama:

Autodesk Inventory Tool

(-

Sourcs Starter GPO:

(mone) w

(2) e
(2)

Locate the new GPO in the Domains tree (under the domain or OU that you selected above),
right-click it, and select Edit
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| & Group Policy Management

& File  Action  View ‘Window Help

o @ 0 DQ B

2 Group Policy Management acmecorp.|
v 3:‘; Forest: acmecorplocal Status  Linke
v 3 Domains
v 53 ac:ﬂecorp.local This page <
a, Autodesk Inventor - 7!
Q = Default Domain Po Edlit- @
s Windows Firewall Enforced
= | Domain Contraller [ 21 |ink Enabled us Detz
=/ Group Palicy Obje: iy
 WMI Filters Cobinlilenh "
_ 3 Starter GPOs Mew Window from Here v
i@ Sites
s Group Policy Madeling Delete ok the [
= Group Policy Results Rename
Refresh
Help
I

You now need to determine if you need to use a Logon Script or a Startup Script:

+ If your end users have administrative privileges to their local PC, use a Logon Script
+ If your end users do not have administrative privileges to their local PC, use a Startup
Script

Configure Logon Script

In the Group Policy Management Editor, navigate to User Configuration > Policies >
Windows Settings > Scripts (Logon/Logoff), then double-click Logon in the right pane
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-/ Group Policy Management Editor
File Action View Help
o 25 0= HM
. Autodesk lnventory Tool[ACMEDCOT.ACMEC | Scripts (Logon/Logoff)
v A Computer Configuration
Legon Mame

» ] Policies @mo-
» 1 Preferences o Display Properties :
N’

v §%, User Configuration | |=] Lagaff
v ] Poliges Description:
» | Software Settings Cantains user logon scripts.

o‘ _ Windows Settings
\ = Saripts (Logon/Lagoff)
N fg Security Settings

» [ Folder Redirection

> wlll Policy-based QoS

» =4 Deployed Printers

_ Administrative Templates: Policy d
_ Preferences

et

In the Logon Properties window, click Show Files...

Logon Properties ? X
Seripts  PowerShell Scripts
Logon Scripts for Autodesk Inventory Tool
MNama Paramatars
Up
Daown
Add. .
Edit..

Remave

Tao view the scnpt filas stored in this Group Palicy Objact, press

tha button below.

Ehew Fled... | —
OK Canceal Apply

Copy the AIT_Network.cmd batch script into the folder and close the window
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d N Manage Legen

| Horme Share View Application Tools

T * Paolicies » {915DBEBF-FE06-4EB9-ETE3-ACDABZF59641) » User » Scripts * Logon
Mame Date modified
# Quick access -
’ 8/23/2019 8:46 AM

B Desktop AT Metwork.cmd 4

¥ Downloads 4

= Documents +

= Pictures +
W This PC
¥ Network

In the Logon Properties window, click Add...

Logon Properties ? *
Seripts  PowerShell Scripts
Logon Scripts for Autodesk Inventory Tool
Name Parameters
Up
Dawn
/ Edt..
Remave
Tao view the scrpt files storad in this Group Pobioy Objact, prass
the button balow.
Show Files...

oK Cancal Apply

Click Browse to open the logon script directory, then select the AIT_Network.cmd batch script
and click OK
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Add a Script *

Seript Nama: o
S

AIT_Metwork.crmd Browsa. ..

Scrpt Paramatars:

(2) Conce
o

Verify that the script now appears in the list on the Logon Properties window, then click OK

Logon Properties ? x

Seripts  PowerShell Scripts

Logeon Scripts for Autodesk Inventory Teol

Namea ramatars

AIT_Metwork.cmd o r

o

Add...
Edit..
Remaove
To view the scrpt files stored in this Group Policy Objact, press
the button balow.
Show Files...
(2 ] Cancal | | ool
b

Close the Group Policy Management Editor window for your GPO, then close the Group
Policy Management window

Configure Startup Script

In the Group Policy Management Editor, navigate to Computer Configuration > Policies >
Windows Settings > Scripts (Startup/Shutdown), then double-click Startup in the right pane
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-/ Group Policy Management Editor
File Action View Help
o 2 D= H

. Autodesk Inventory Tool [AC I"-ﬁa]'l AT

v A Computer Configuration
v | Policies

| Software Settings

_ Windows Settings

)

N/

_ Name Resolution Policy
= Saipts (Startup/Shutdown)
» = Deployed Printers
: ;:5 Security Settings
> wlll Policy-based Qas
_ Administrative Templates: Palicy c
_ Preferences

O -

v & User Configuration
| Policies
_ Preferences

 Scripts (Startup/Shutdown)
Startup

Display Properties

Description:

In the Startup Properties window, click Show Files...

Startup Properties

Seripts  PowerShell Scripts

Startup Scripts for Autodesk Inventory Tool

Parametars

To view the scnpt filas stored n this Group Policy Objact, press

the bution belaw.
|| _

|| Show Filas...

Ol Cancal

Up

Dawn

Add...

Remave

Apply

Contains computer startup scripts.

Mame

N (3)

=) Shutdown

Copy the AIT_Network.cmd batch script into the folder and close the window
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l - Manage Legen
|“ Home Share View Application Tools
+ * Policies » {915DEEEF-FBO6-4EB9-ETE3-ACDABZF59641) » User » Scripts
Mame Date modifie
# Quick access .
p 8/23,/2019 8:4
B Desktop 2 AlT Metwork.crmd 1
¥ Downloads o
% Documents A+
= Pictures +
B This PC
¥ Network

In the Startup Properties window, click Add...

Startup Properties ? *

Seripts  PowerShell Scripts
Startup Scripts for Autodesk [nventory Tool
Mame Parameters
Up
Dawn
Add...
/ Edt..
Remave

To view the scnpt filas stored n this Group Policy Objact, press

the bution below.

|| Show Filas... ||

0K Cancal Apply

Click Browse to open the startup script directory, then select the AIT_Network.cmd batch
script and click OK
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Add a Script *

Seript Nama: o
R
AIT_Metwork.crmd Browsa. ..

Scrpt Paramatars:

(2) Conce
N

Verify that the script now appears in the list on the Startup Properties window, then click OK

Startup Properties ? x
Seripts  PowerShell Scripts
Startup Scripts for Autodesk Inventory Tool
MNamea Daramatars
AIT_MNetwork.cmd o Up
— Down
Add..
Edit..
Remave
To view the scrpt files stored in this Group Policy Objact, prass
the button balow.
Show Filas...
o Canesl Apply
e

Close the Group Policy Management Editor window for your GPO, then close the Group
Policy Management window

Once all PC's have been inventoried, double-click the Autodesk Inventory Tool shortcut
located on the desktop and import the results from the Data share using the steps included in
the Importing Data Stores section.
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